AI Acceptable Use Policy
A policy for staff use of AI tools: permitted and prohibited uses, data handling, disclosure and reporting, with the prohibited practices drawn from the law.
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Disclaimer
This template is generated from the records on aipolicytracker.org. It is an informational resource, not legal advice, and completing it does not make an organisation compliant with any law or standard. Every row that cites a duty links to the record it came from; check the official source before relying on it.
Placeholders are shown as [PLACEHOLDER: …] in amber. Replace every one before the document is used; a search for "[PLACEHOLDER" finds any that remain.
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[bookmark: _Toc1]1. Purpose and scope
This policy sets out how people in the organisation may use AI tools, what they may not do, and what they must disclose. It applies to every use of an AI system in the course of work, whether the system is built, bought or free.
[PLACEHOLDER: Organisation name, the units and contractors covered, and the date this policy takes effect]
[bookmark: _Toc2]2. Definitions
· AI system: software that, for a given objective, produces outputs such as predictions, content, recommendations or decisions.
· Approved tool: an AI system listed in the AI system inventory with an owner and a completed review.
· Personal data and confidential information: as defined in the data protection and information security policies.
[bookmark: _Toc3]3. Permitted uses
[PLACEHOLDER: The tools and uses approved, by role or unit, with reference to the inventory]
[bookmark: _Toc4]4. Prohibited uses
The following are prohibited outright. The first group are practices the law prohibits, each cited to the duty on record; the second are the organisation's own rules.
· Do not deploy or provide AI for prohibited practices (EU AI Act, Article 5)
· Developers and deployers must not use AI to incite self-harm, harm to others or crime (Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.052)
· Governmental entities must not use AI for social scoring (Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.053)
· Governmental entities must not use AI for biometric identification from public data without consent where it infringes rights (Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.054)
· Developers and deployers must not use AI with the intent to unlawfully discriminate against a protected class (Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.056)
· Developers and distributors must not build AI intended to produce child sexual abuse material or unlawful sexual deepfakes (Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.057)
[PLACEHOLDER: Organisation-specific prohibitions: e.g. entering confidential or personal data into unapproved tools; presenting AI output as human work where disclosure is required; automating a decision about a person without approval]
[bookmark: _Toc5]5. Data and confidentiality
[PLACEHOLDER: What data may be entered into which tools; retention; where outputs are stored]
[bookmark: _Toc6]6. Disclosure
[PLACEHOLDER: When AI-generated or AI-assisted content must be labelled, internally and externally, and how]
[bookmark: _Toc7]7. Competence and training
The organisation is required to ensure a sufficient level of AI literacy among the staff who operate or use AI systems: Ensure AI literacy of staff operating AI systems — EU AI Act, Article 4 (European Union).
[PLACEHOLDER: Training required before use, by role, and how completion is recorded]
[bookmark: _Toc8]8. Reporting and enforcement
[PLACEHOLDER: How to report a concern or an incident, who investigates, and the consequences of breach]
[bookmark: _Toc9]9. Review
[PLACEHOLDER: Owner of this policy, review cycle, and the version history]
[bookmark: _Toc10]Duties this policy serves
[bookmark: _Toc11]Do not deploy or provide AI for prohibited practices
Article 5 bans placing on the market, putting into service or using AI for listed practices, including subliminal or manipulative techniques that cause significant harm, exploitation of vulnerabilities, social scoring by public or private actors leading to detrimental treatment, untargeted scraping of facial images to build recognition databases, emotion recognition in workplaces and education institutions except for medical or safety reasons, biometric categorisation to infer protected characteristics, and real-time remote biometric identification in publicly accessible spaces for law enforcement outside narrow exceptions.
In practice: Add a prohibited-practice screen to your AI intake or design-review process and document the outcome for every system already in use.
Evidence a reviewer would expect: Prohibited-practice screening record; AI system inventory.
[PLACEHOLDER: How this policy prevents the practice]
Source: Do not deploy or provide AI for prohibited practices — EU AI Act, Article 5 (European Union)
[bookmark: _Toc12]Developers and deployers must not use AI to incite self-harm, harm to others or crime
A person may not develop or deploy an AI system in a manner that intentionally aims to incite or encourage a person to commit physical self-harm, including suicide, to harm another person, or to engage in criminal activity. The prohibition turns on the developer's or deployer's intent rather than on the system's effects, which is the pattern followed throughout the Act's prohibited-use provisions.
In practice: Record the intended purpose of each system at design review and add safety testing for self-harm and violence content in conversational products.
Evidence a reviewer would expect: Intended-purpose statement and prohibited-use screening record; Safety evaluation for self-harm and violence content.
[PLACEHOLDER: How this policy prevents the practice]
Source: Developers and deployers must not use AI to incite self-harm, harm to others or crime — Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.052 (Texas (United States))
[bookmark: _Toc13]Governmental entities must not use AI for social scoring
A governmental entity may not develop or deploy an AI system that evaluates or classifies natural persons or groups on the basis of their social behaviour or personal characteristics, with the intent to calculate or assign a social score or similar valuation that leads to detrimental or unfavourable treatment unrelated to the context in which the data was collected, or that is unjustified or disproportionate to the behaviour.
In practice: Screen agency scoring, eligibility and risk-ranking tools for social-scoring characteristics before procurement or build.
Evidence a reviewer would expect: Prohibited-use screening record for scoring tools.
[PLACEHOLDER: How this policy prevents the practice]
Source: Governmental entities must not use AI for social scoring — Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.053 (Texas (United States))
[bookmark: _Toc14]Governmental entities must not use AI for biometric identification from public data without consent where it infringes rights
A governmental entity may not develop or deploy an AI system for the purpose of uniquely identifying a specific individual using biometric data, or of gathering images or other media from the internet or another public source without the individual's consent, where doing so would infringe a right guaranteed under the United States or Texas constitutions or violate state or federal law. The Act preserves lawful uses that comply with existing biometric-privacy law.
In practice: Require legal sign-off on lawful basis and constitutional review before any agency biometric-matching or public-image scraping project.
Evidence a reviewer would expect: Legal review of biometric AI use.
[PLACEHOLDER: How this policy prevents the practice]
Source: Governmental entities must not use AI for biometric identification from public data without consent where it infringes rights — Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.054 (Texas (United States))
[bookmark: _Toc15]Developers and deployers must not use AI with the intent to unlawfully discriminate against a protected class
A person may not develop or deploy an AI system with the intent to unlawfully discriminate against a protected class in violation of state or federal law. A disparate impact on a protected class is not, by itself, sufficient to show an intent to discriminate, and insurers and financial institutions acting under their own regulatory regimes are treated separately.
In practice: Document the non-discriminatory purpose of each decision system and keep fairness testing evidence that shows there was no intent to discriminate.
Evidence a reviewer would expect: Purpose statement and fairness testing record.
[PLACEHOLDER: How this policy prevents the practice]
Source: Developers and deployers must not use AI with the intent to unlawfully discriminate against a protected class — Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.056 (Texas (United States))
[bookmark: _Toc16]Developers and distributors must not build AI intended to produce child sexual abuse material or unlawful sexual deepfakes
A person may not develop or distribute an AI system with the sole intent of producing, assisting or aiding in producing, or distributing child pornography or unlawful deep-fake videos or images, including sexually explicit deepfakes of a person without consent, or of engaging in sexually explicit text-based conversations while impersonating or imitating a child, in violation of the Texas Penal Code.
In practice: Enforce content-safety filters and abuse-detection on generative products and record the intended purpose of any image or chat model at release.
Evidence a reviewer would expect: Content-safety policy and filter test results; Prohibited-use screening record.
[PLACEHOLDER: How this policy prevents the practice]
Source: Developers and distributors must not build AI intended to produce child sexual abuse material or unlawful sexual deepfakes — Texas Responsible AI Governance Act (TRAIGA), Business and Commerce Code Section 551.057 (Texas (United States))
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